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LEGAL NOTICES 
 
Copyright (c) 2012-2017 Cooper Compliance Corporation, LLC.  All rights reserved. 
 
Cooper Compliance Corporation 
2201 Francisco Dr., Suite 140-230 
El Dorado Hills, CA 95762 
 
Email address: info@coopercompliance.com 

Web site: http://www.coopercompliance.com 
 
Info: 916.933.3963  
 
The enclosed information is a trade secret owned by Cooper Compliance. By receiving this information, you agree to keep this 
information confidential. This information may not be distributed outside your organization. It may not be duplicated in any way 
without the express written consent of Cooper Compliance, except that you are given permission to duplicate it in electronic or 
printed form for the purpose of distribution within your organization to gather requirements or evaluate our software. 
 
The information supplied is distributed on an "as is" basis, without any warranty. Cooper Compliance shall not have any liability to 
any person or entity with respect to any loss or damage caused or alleged to be caused directly or indirectly by the information 
contained herein. 
 
Other Trademark names may appear throughout this material. Rather than list the names and entities that own those trademarks or 
insert a trademark symbol with each mention of the trademarked name, Cooper Compliance states that it is using those names in 
editorial fashion only for the benefit of the trademark owner, with no intention of infringing on the trademark. No mention of a 
company or trademark is intended to convey endorsement or other affiliation with Cooper Compliance. 
 
If you have been provided this document under any other circumstances, you must contact Cooper Compliance at 916.933.3963 to 
arrange to have this material returned immediately. 
 
This document was last updated on 27 December 2017. 
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Overview 
The Cooper Compliance Global Audit-Ready applications are SharePoint applications and store 
evidence documents relating to NERC and other standards.  Some evidence documents may be 
considered to be BES cyber assets due to containing sensitive security information about a 
facility. As such, evidence documents that fall under CIP-005-5 R2 regulations may need to be 
protected by higher security strategies, such as multi-factor authentication for granting access. 
This article contains basic instructions on how to set up Microsoft Azure multi-factor 
authentication for Office 365 / SharePoint Online. 
 
Multi-factor authentication is a method of verifying identification by requiring more than one 
data point for a user to access secure documents over the Internet. For instance, a user might 
enter a name/password, and then be required to enter a code from a text or voice message on 
the user’s phone.  

Prerequisities 
• A good working knowledge of SharePoint.  

• Elevated SharePoint privileges that let you perform administrative functions. 

• We strongly recommend that you study Microsoft’s documentation on multi-factor 
authentication at https://docs.microsoft.com/en-us/azure/multi-factor-authentication/ 

• If the link above does not work, search for “Microsoft Azure multi-factor authentication” 
and view links whose domain name ends with “Microsoft.com”.  

 

Multi-Factor Authentication Requirement for CIP-005 
CIP-005-5 R2 requires multi-factor authentication for all Interactive Remote Access sessions to a 
High Impact BES Cyber System and associated Protected Cyber Asset or Medium Impact BES 
Cyber Systems with external routable connectivity and their associated Protected Cyber Asset. 
 
It is likely that evidence documents stored as a part of the SharePoint compliance website will 
qualify as Protected Cyber Assets. For example, a Protected Cyber Asset could be a network 
diagram stored on SharePoint. Therefore, access to the SharePoint compliance website needs 
protection using a certificate with SharePoint, which requires multi-factor authentication. 
 

Setting up Multi-Factor Authentication in Office 365 

The following steps describe how to enable multi-factor authentication in Office 365 / 
SharePoint Online. Steps in other versions of SharePoint might vary. If you are using a different 
version of SharePoint, consult its documentation for this procedure. 
 
To set up multi-factor authentication: 

1. With an administrative account, login to Office 365 Admin. You can access Admin from 

the app launcher in SharePoint:  

https://docs.microsoft.com/en-us/azure/multi-factor-authentication/
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2. Select Users -> Active Users on the left navigation area.  
3. Click the More button and from its dropdown, select Setup Azure multi-factor auth. 
4. This opens the multi-factor authentication bulk update window.  

NOTE: We strongly recommend you read the Microsoft Azure Multi-Factor Deployment 
Guide to learn all the implications of multi-factor authentication for your users.  

5. Select the users or user groups from the list who will access the SharePoint compliance 
website. 

6. On the right user info pane, under quick steps, click the Enable link.  
7. In the dialog that opens, click enable multi-factor auth.  

 
At next sign in, users will be prompted to set up their multi-factor authentication. 
 

Using Multi-Factor Authentication 

Multi-Factor Authentication for Office 365 adds an additional security layer to user sign-ins. It 
works by requiring the user to provide a second authentication after entering their email and 
password. When Multi-Factor Authentication is enabled, the user will be asked to set up their 
second authentication in one of three ways. 
 

• Text Message – A one-time passcode is texted to the user that they must enter into the 
portal. 

• Phone Call – The user enters a PIN if necessary then presses the # key, which allows 
them to log in. 

• Using Microsoft Authenticator app: Users can receive push notifications on their device, 
or they can open the app to get a verification code. 

 
Users who are enrolled for multi-factor authentication may be required to configure App 
Passwords to use non-browser-based applications, excluding Microsoft Office applications. See  
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/end-user/multi-factor-
authentication-end-user-app-passwords. If the link does not work, search for “App Passwords in 
Azure Multi-Factor Authentication” and view links whose domain name ends with 
“Microsoft.com”.  

https://docs.microsoft.com/en-us/azure/multi-factor-authentication/end-user/multi-factor-authentication-end-user-app-passwords
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/end-user/multi-factor-authentication-end-user-app-passwords

